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TOM TAT

Han ché cua giao thiec AODV la goi yéu cau tuyén (RREQ) khong duoc thiét ké
nham muc dich an ninh. Vi vay, nat doc hai c6 thé tdn cong mang bang cach phét
lién tuc géi RREQ véi tan suat cao, dugc goi la tdn cong ngap lut goi RREQ. Két
qua 1a tao ra bao quang bé lam ting rat 1on hao phi truyén thong va lang phi tai
nguyén. Bai bdo nay dé xuat mot phuwong phép cai tién giao thitec AODV nham
giam thiéu tac hai ctia hinh tdn cong nay. Dau tién, bang m6 phong trén NS, bai
bdo xac dinh gia tri nguong (TH) la tan suét tdn cong ma nat doc hai gay hai rat it
hodc khong anh huong dén hé thong; Tiép theo, cai tién co ché khdm pha tuyén
cua giao thitc AODV dé€ loai bo géi RREQ néu khe thoi gian kham pha tuyén nho
hon gia tri ngudng. Két qua md phong cho thay rang giai phap ctia ching toi rat
hiéu qua trong moi treong mang c6 nat ddc hai dya trén tham s6 1a phu tai dinh
tuyén va ty 1é giri goi thanh cong.

Tuw khéa: AODV, AODVFA, MANET, RREQ, tan cong ngap lut.

1. GIOI THIEU

Mang tuy bién di dong (MANET [1]) do cac thiét bi di dong két ndi vdi nhau,
khong phu thudc vao co sd ha tang. T4t ca cac nut trong mang c6 thé di chuyén doc lap
theo moi hudng, két hop voi nhau d€ gui dix liéu téi nut ndm & xa khu vue két ndi. Mai
nut hoat dong ngang hang, c6 vai tro nhu nhau vira la mét thiét bi dau cudi vira dam
nhan chitc nang dinh tuyén. M6 hinh mang thay d6i thuong xuyén, nho vay ma
MANET phtt hop d€ st dung ¢ noi chua cé co sé ha tang mang hodc khu vuc khong
on dinh nhu: ctu h, ctu trg thién tai va chién thuat trén chién truong.

binh tuyén la dich vu dugc cung cip tai ting mang, nit nguén st dung tuyén
duong dén dich duoc kham pha va duy tri nho vao cac giao thic dinh tuyén, tiéu biéu
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la AODV [2] va DSR [3]. Giao thitc AODV st dung co ché kham pha tuyén khi can
thiét nén rat phu hop voi tinh di dong cua mang MANET. Day 1a muc tiéu cua nhiéu
loai tan cong [4], chéng han nhw Blackhole [5], Sinkhole [6], Grayhole [7], Wormhole
[8], Whirlwind [9] va Flooding [10].

Tan cong ngap lut (Flooding Attacks - FA) c6 thé thuc hién bang cach st dung
g6i HELLO, géi RREQ, va géi DATA. Trong d¢, tdn cong bang cach st dung géi RREQ
lam tang rat 16n hao phi truyén théng, boi nd tao ra bao quang ba gdi tin trén mang,
anh huong dén kha nang kham pha tuyén cua tat ca cac nut. Mot s6 nghién ctru da
cong bo [10-14] tap trung vao viéc dé xuat giai phap hudn luyén d€ xay dung gia tri
ngudng nham phat hién va ngan ngtra tin cong. Hudng tiép can khac 1a cai tién AODV
dua trén nén tang chit ky s6 hodc ham bam da duoc trinh bay trong [15-18], chiing ¢
rvu diém la bao mét rdt cao, nhung chi phi kham phd tuyén rat 16n nén khé ting dung
vao thuec t€ khi kha nang xt 1y ctia cac thiét bi di dong hién nay con han ché.

Bai bao dé xudt mot phrwong phap cai tién giao thitc AODV nham han ché tac
hai cua tdn cdng ngép lut, ndi dung chi tiét duoc trinh bay trong phan 3. Phan tiép theo
trinh bay mot s nghién ctu da cong bd lién quan nham phat hién, ngin ngira tan
cong. Phan 4 trinh bay tac hai cua tan cdng ngap lut va hiéu qua cta giai phap da dé
xuét bang mo phong trén NSz va cudi ciing 1a két luan.

2. MOT SO NGHIEN CUU LIEN QUAN

Déu tién 1a mot s6 giai phap phat hién va ngéan chan tan cong ngép lut véi vu
diém la it anh hudng dén chi phi kham pha tuyén. Trong [10], Ping da trinh bay mot
giai phap an ninh chéng lai tdn cong ngap lut dya trén tién trinh xtr ly géi RREQ goi la
phuong phap FIFO. Tac gia cho rang d6 wu tién ctia mot nat ti 1& nghich véi tan s§
phét séng RREQ. Cac nut thuc hién yéu cau tuyén qua nhiéu sé ¢ uu tién thap, va sé
bi loai khoi qua trinh dinh tuyén. Tuy nhién, chi tiét chon gia tri nguwong uu tién dé
phat hién tan cong ngap lut géi RREQ chuwa dwgc trinh bay cu thé. Van dé nay duoc
khéc phuc trong [11], tac gia Ping ciing da trinh bay giai phap phat hién tdn cong ngap
lut g6i RREQ, goi DATA. D€ c¢6 thé phat hién tan cong ngap lut géi RREQ, mot gia tri
ngudng duoc thiét 1ap dua vao dit liéu cua tat ca lang giéng. Ngoai ra, van dé phat
hién tdn cong ngap lut géi DATA cling duoc trinh bay dwa vao dit liéu nhan duoc tai
tang tng dung. Trong [12], Jiang dé xudt mot hé thong tuwong vé kép (DDWS) dua trén
ky thuat tiét kiem nang luong nham giam thiéu tac dong ctia cac cudc tin cong ngap
lut trong giao thirc dinh tuyén AODV. Dua trén thong s6 RREQ RATE-LIMIT dinh
nghia trong tiéu chuan RFC, m¢t nut mang khoi tao RREQ duoc wu tién theo tdc do
dong chay vdi ba cap d¢: hop phap, vira phai va manh mé. Cac géi RREQ nhan duoc
tir mot ntt 6 mot wu tién hang dau duoc chuyén tiép, nguoc lai sé bi loai bo. D6i voi
cac nut ¢c6 mot wu tién vira, chinh sach nang cdp va ha cap do uu tién dwgc ap dung
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theo sy thay d6i t6c do dong chay RREQ ctia nat. Trong [13], Desilva da trinh bay vé
tan cong ngap lut géi RREQ va tac hai dén thong luong mang dua trén s6 luong cac
nut doc hai. D€ giam thiéu nhiing anh hudng cua cac cudc tdn cdng ngap lut, ho dé
xudt mot lwoe d6 thong ké goéi tin hay thich tng. Phuong phap nay dua trén ky thuat
danh gia d6 tré ngau nhién dé theo ddi cac goi tin vira nhan dugc trong mot khoang
thoi gian. Cudi cung, h6 so cua mot nat duoc tao ra, va gia tri ngudng dwgc tinh vao
cudi mdi ky 18y mau. Gia tri ngudng nay duoc stt dung dé nhan biét xuat hién tan cong
ngap lut géi RREQ hodc binh thwong. Trong [14], nhém tac gia da trinh bay giai phap
hudn luyén xay dung khe thoi gian kham pha tuyén tdi thi€u tir d6 phat hién va ngan
chan nut doc hai thuc hién tan cong ngap lut géi RREQ, dit liéu trong giai doan huan
luyén xay dung gia tri nguwong phai khong ton tai ntt doc hai.

Tiép theo la mot s6 giai phap dwa trén co ché “chitng thuc, toan ven va chong choi
tir” dupa trén nén tang ch ky sd hoac ham bam. Ching c¢é vu diém la kha nang bao
mat rdt cao, c6 thé ngdn ngtra nhiéu hinh thic tdn cong xuét hién. SAODV [15] dwoc
tac gia Zapata cai tién ttr AODV c¢6 thé ngdn ngtra tan cong mao danh. Tuy nhién, ton
tai ctia SAODV chi hd tro chiing thuc tir dau-cudi (end-to-end), khong hd tro chiing
thuc tai moéi ntt (hop-by-hop) nén nit trung gian khong thé chiing thue géi tin tir nit
tién nhiém. Ngoai ra, SAODV chua c6 co ché quan ly khoa cong khai ctia nit nén nut
ddc hai c6 thé vuot qua rao can an ninh br?mg cach st dung bo khda gia mao. Sanzgiri
da dé xuat giao thitc ARAN [16] tién bd hon SAODV, go6i kham pha tuyén RDP trong
ARAN duoc ky va chiing thuc tai tat ca cac nut trung gian (hop-by-hop). ARAN da bo
sung co ché quan ly khoa cong khai cua nut nén da cai thién yéu diém cua SAODV.
SEAR [17] dwoc Li thiét k& st dung ham bam dé xay dung bo gia tri bidm gan véi moi
nut, duoc dung dé chiing thuc cac goi tin kham pha tuyén. Trong SEAR, dinh danh
(ID) ctia ntt duwgc ma hoa cung véi gia tri SN (sequence number) va HC (hop count)
nén ngan ngtra mot sd hinh thirc tan cong mang. Twong tw, SEAODV [18] duoc phat
trién tt AODV bang cach stt dung lwoc d6 chiing thiee HEAP véi khéa d6i xting va
ham bam dé€ bao vé goi tin kham pha tuyén. Thong qua mo phong, tac gia da cho thay
SEAODV bao mat hon va ¢ hao phi truyén thong thdp hon AODV.

3. TAN CONG NGAP LUT GIAO THUC AODV

Phéan nay trinh bay chi tiét qua trinh kham pha tuyén cua giao thitc dinh tuyén
AODV va hinh thtc tdn cdng ngap lut st dung géi HELLO, gdéi RREQ,va gdi DATA.

3.1. Qua trinh kham pha tuyén cta giao thitc AODV

Giao thitcc AODV thudc nhém giao thire dinh tuyén theo yéu cau, kham pha
tuyén thong qua goi RREQ, nhan tuyén thong qua gdi tra 1oi RREP, duy tri tuyén
thong qua goi HELLO nhu sau:
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a) Qud trinh quang bd goi yéu ciu tuyén: Khi nat nguén Ns mudn gui gdi tin dén nat
dich No ma khong c6 tuyén duong di trong bang dinh tuyén (RT), Ns kham pha tuyén
bang cach phét quang ba géi yéu cau RREQ dén cac nit lang giéng ctia né. Khi nhan
duoc géi RREQ, mdi ntt trung gian (Ni) lwu duong di nguwoc vé ngudn va tiép tuc
quang ba goéi RREQ, qua trinh nay tiép tuc cho dén khi nat dich No nhan duoc gdi yéu
cau tuyeén.

b) Qud trinh tra loi tuyén: Khi nhan duoc thong diép RREQ nut dich Nb tra loi goi
RREP chtta thong tin duong di vé nguon Ns dwa vao thong tin duwong di nguoc da
duoc luu trede d6. Khi nhan duoc géi RREP, niat trung gian ti€p tuc chuyén tiép goi
RREP vé ngudn Ns sau khi luu duong di dén dich No vao RT. Qua trinh tra 10i tuyén
thong qua goéi RREP cling duwgc thuc hién tai cdc nuat trung gian néu ton tai tuyén du
“twoi” dén dich. Khi nhan duoc goi RREP, dwa vao gia tri HC va DSN, nut nguén Ns
cap nhat duong di méi néu thoa diéu kién 1a tuyén duong vira khdm pha du "twoi” va
o chi phi tot nhat.

—> RREQ -# RREP O Nut Vung phét séng

Hinh 1. Qua trinh kham pha tuyén cta giao thitc AODV

Hinh 1 md ta ntt nguén N1 khdm pha tuyén dén dich Ns bang cach phat quang
ba gdéi RREQ dén cac lang giéng {N2, Ne}. N2 khong la nuat dich nén ti€p tuc quang ba
dén tat ca lang giéng ctia n6 gom {Ns, N7}, qua trinh tiép tuc thwc hién tai Ne va cac nat
trung gian khac cho dén khi ntit Ns nhan dwoc géi yéu cau tuyén. Moi nat chi xt Iy goéi
RREQ mot Ian nén N7 huy géi RREQ nhan duoc tit N6 vi da nhan trede do6 tir N2. Khi
nhan duoc géi RREQ, nut dich Ns tra 10i goi RREP vé nguon trén tuyén {Ns—Ni—
N11—>N1o—N7—N2—Ni}. Két qua la nit nguén N1 muoén dinh tuyén dit liéu dén dich
Ns phai chuyén qua nut trung gian ké ti€p la N2 véi chi phi dén dich la 6 hop.

3.2. Tan cong ngap lut giao thitc AODV

Téan cong ngap lut (Flooding attacks) dugc thuc hién be‘“mg cach nut doc hai g
tran ngdp cac goi hé théng cho cac nut khong ton tai trong mang, hodc truyén mot
lwgng 16n cac goi dix liéu vo ich d€ gay nghén mang. Két qua 1a tao ra bdo quang ba goi
tin trén mang, lam ting hao phi truyén thong, giam kha nang dap tng tai moi nut vi
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phai xtt 1y cac gdi tin khong can thiét. Tiéu biéu la tdn cong ngap lut géi HELLO, goi
RREQ,va goéi DATA.

a) Ngdp lut g6i HELLO: G6i HELLO duoc phat dinh ky d€ thong bao su ton tai ctia
nut voi lang giéng trong mang khong day, day la diém yéu bi tin tac loi dung dé phat
tran ngap goi HELLO budc tat ca cac nut lang giéng phai tiéu ton tai nguyén va thoi
gian xt ly goi tin khong can thiét. Hinh thiic tan cong nay chi gay hai dén cac nut lang
giéng ctia nut ddc hai. Hinh 2 cho thdy ba nat Ns, No, va N2 bi anh hwong khi nut doc
hai Ns thuee hién tan cdng ngap lut géi HELLO.

—»RREQ -+ DATA HELLO @ Nutddchai < R&t goi

Hinh 2. MO ta tan cong ngap lut trén mang MANET

b) Ngdp lut g6i RREQ: Go6i yéu cau tuyén RREQ dugc st dung dé thue hién kham
pha tuyén khi can thiét, vi thé tin tdc loi dung goéi nay dé phat quang ba qua muic lam
tran ngdp lueu luong khong can thiét trén mang. Hinh 2 cho thdy tdn cong ngap lut goi
RREQ gay hai dén tat ca cac nut trong hé thdng do co ché truyén quang ba.

c) Ngip lut g6i DATA: Hinh thitc tan cong nay chi gay hai tai mdt s6 nut trong
mang. D€ thue hién tan cong, nut doc hai phat qua mic géi DATA dén mdt nuat bat ky
trén mang, diéu nay anh hudng dén kha nang xtt ly cta cac nut tham gia dinh tuyén
d@ liéu, tang hao phi bang thong khong can thiét, gay nghén mang va rét goéi. Hinh 2
cho thdy nat doc hai Ns guii tran ngap goi DATA dén nat Ni trén tuyén {Ns—Ni—
N11—N10—N7—N2—Ni}.

d)

4. PHUONG PHAP PE XUAT

Phan nay trinh bay ndi dung giai phap dé xudt cho phép han ché anh hudng
cua tan cong ngap lut géi RREQ, gom hai giai doan: Thit nhat, chung toi tién hanh mo
phong trén NSz [19] d€ xac dinh gia tri nguong (TH) tan sudt tan cong ma nat ddc hai
khong gay hai hodc gay hai rat it dén hé thong; Th hai, cai tién qua trinh kham pha
tuyén ctia giao thiic AODV bang cach loai bo géi RREQ nhan dugc néu khe thoi gian
kham pha tuyén nho hon TH.
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4.1. Xac dinh gia tri nguéong TH

Dbé xac dinh gia tri nguwong TH, bai bao cai dat tan cong ngap lut géi RREQ véi
nhiéu tan suét tan cong khac nhau. Téng s6 5 mo6 hinh mang dwoc st dung dé€ mo
phong, mdi mé hinh mang ¢ 100 nut binh thuong va 1 nit ddc hai, hoat dong trong
pham vi 3200m x 1000m, cac ntit mang chuyén dong ngau nhién véi van tdc cao t&i da
20m/s theo mo6 hinh Random Waypoint [20], kich ban dwoc tao boi cong cu ./setdest
trén NS2. Nut doc hai thuc hién tan cong ngap lut theo 5 cdp do: 10 goi/giay (FI=0,1s),
1 gdi/giay (FI = 1s), 1 goi/2giay (FI = 2s), 1 goi/3giay (FI = 3s), 1 goi/4giay (FI=4s) val
g0i/5gidy (FI = 5s). Thoi gian mo6 phong toi da la 200s, vung phat séng 250m, hang doi
FIFO, c6 10 két n6i UDP, ngudn phat CBR, kich thudc géi tin 512bytes, nut doc hai
dting yén tai vi tri trung tam (1600, 500), ngudn phat CBR dau tién bat dau tai giay thi
0, tat ca ngudn phat ti€p theo cach nhau 5 giay.

Trung binh két qua md phong ctia 5 md hinh mang dwoc bidu dién trong hai
Hinh 3 va 4. D4u tién, ching ta xét tham s6 phu tai dinh tuyén (RL - Routing Load [16])
la s luwong gdi tin diéu khién tuyén hao phi duoc guri (hodc chuyén tiép) tai tat ca cac
ntt d€ dinh tuyén thanh cong mot géi tin dit liéu. Hinh 3 bidu dién phu tai dinh tuyén
ctia giao thitc AODV trong moi treong mang chita ntit doc hai da cho thdy rang tan
cong ngap lut da lam tang rat 16n phu tai dinh tuyén twong tng vdi cac mie do tan
cong khac nhau. Két thic 200 gidy mo6 phong thi RL caa AODV la 14.73 goéi trong moi
treong mang binh thuong, ting 1én 87.33 gdi (592.73%) khi nat ddc hai tdn cdng voi tan
suat 10 goi/giay. Vi tan sudt tan cong thdp nhat la 5 gidy gui 1 goi thi RL khéng bi anh
huong nhiéu, chi tang 1én 15.97 gbi (108.36%).

Binh thudng —— FI=1.0s — *—- FI=3.0s ----®--- FI=5.0s

FI=0.1s —a— FI=2.0s - - - FI=4.0s -~
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Hinh 3. Phu tai dinh tuyén cia AODV trong mdi treong mang chira nut doc hai
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Tiép theo, bai bdo xét dén tham sO la ty 1é gii gdi tin dt liéu thanh cong dén
dich (PDR). Két qua md phong tai Hinh 4 cho thay rang véi tan sudt tén cong cao (FI <
1s) thi PDR ctia AODV giam di rat nhiéu, nhung PDR cua AODV khong bi anh huong
va tham chi la cao hon binh thwong véi tan sudt tan cong thap (FI > 2s). Nguyén nhan
la do nut doc hai quang ba géi RREQ da kich thich qua trinh kham pha tuyén cta cac
nut khac. Sau 200s m6 phong thi PDR ctia AODV chi dat 72.94% va 78.19% khi bi tan
cong vai tan sudt cao (FI = 0.1s va 1s), twong tng giam 6.03% va 0.77% so v6i moi
treong binh thuong. Nguoc lai, cac kich ban tan cong vdi tan suat thap (FI > 2.0) khong
anh hwong dén PDR cua AODV.

Binh thuding —+— FI=1.05 - %~ - FI=3.0s - FI=5.0s
FI=0.1s —&— FI=2.0s - - - Fl=4.0s -0
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Hinh 4. Ty lé gtri goi tin thanh cong cua AODV trong moi triedong chita nut doc hai

Qua md phong ta thdy rang véi tan sudt tin cong thap (FI > 2,0s) thi tin cong
ngap lut goéi RREQ anh hudng it dén phu tai dinh tuyén va hau nhu khong anh hwong
dén hiéu qua dinh tuyén d liéu cta giao thitc AODV. Nhu vay TH = 2s dugc st dung
nhu 1a mot gid tri ngudng can thiét d€ loai bo gbi RREQ nhiam giam thiéu tac hai ctia
tan cong ngap lut géi RREQ.

4.2. AODVFA: Giao thirc giam thiéu tac hai cta tin cong ngap lut

Thuat toan quang ba goi RREQ cua giao thitc AODVFA dwoc trinh bay nhu
Hinh 5. D€ kham tuyén dén nut dich Np, nit nguén Ns khai tao géi RREQ va quang ba
dén tat ca nut lang giéng ctia Ns. Khi nhan duoc goi yéu cau tuyén RREQ, nat trung
gian Nitinh khe thoi gian khdam pha tuyén (T) ctia nat nguon Ns nhu cong thirc 1.

T= Now()_TNs (1)
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Trong dé, Now() la ham 1dy thoi diém nhign géi RREQ va Ty_la thoi diém nhdn goi
RREQ lién trweée do tir N.

Tat ca nat trung gian (Ni) kiém tra géi RREQ nhan duoc, néu tan sudt kham
pha tuyén cta ngudn Ns qua 16n (T < TH) thi géi RREQ bi huy va két thuc, nguoc lai
thi Ni ghi nhan lai thoi di€ém kham phd tuyén ctia nut Ns, luu duwong di nguoc vé
nguodn Ns, tang chi phi dinh tuyén HC 1én 1 va ti€p tuc quang ba géi RREQ dén tat ca

Khoi tao va quang ba goéi RREQ

lang giéng ctia Ni.

N1t nguén Ns

> Ni nhéan dwoc goi RREQ

Z (Nut da nhan yes
< RREQ r5i)?
5
- no
E
o, Thém <Source_address, broadcast_id> vao Cache
—8 =TT T T T T s mm— % ——————————————— 1
g ! Piém cai tién :
B : T =Now()-T, |
oL | 1
g : | v
= ! bd 1
= ! (T<TH)? yes > Huyj goi RREQ
< i no i

: :

i Ty, = Now() ; Ty, = Now()

 (Nathiéntaila Y

nut dich)? yes
Thém dudne di vé neud (Nt hién tai c6
em Rlé%nng venguon, PS tuyén dén dich
RREQ.HC ++; va da tuoi)?
Quang ba géi RREQ;
v

y
Tra 10i g6i RREP vé ngudn @

Hinh 5. Thuat toan cai tién d€ quang ba gdi yéu cau tuyén RREQ ctia AODVFA

5. PHAN TiCH VA PANH GIA KET QUA BANG MO PHONG

Dé danh giad hiéu qua cua giai phap dé xudt, bai bao mo phong giao thiic
AODV va AODVFA vdéi thong sO trong Bang 1 giao dién md phong nhu Hinh 6 (khac
thong s6 mo phong tai muc 4.1 d€ két qua duoc khach quan). Thoi gian mé phong lan
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luot 1a 100s, 120s, 140s, 160s, ... t&i da 1a 200s, ngudn phat UDP dau tién bat dau tai
gidy thit 0, cac nguodn phat ti€p theo cach nhau 5 giay.

Bing 1. Thong s6 md phong

=== — «s | Tham s6 Thiét lap
= = = Pham vi (m) 2500 x 1500
b Vung phat song (m) | 250
Coety . Thoi gian (s) 100, 120, ..., 180, 200
8 o ’ Tdng s6 nut 100
° % ° Loai truyén thong CBR
oo % S5 két ndi 10 UDP
o - Kich thudc géi (bytes) | 512
— Hang doi FIFO (DropTail)
Giao thtc AODV, AODVFA
Hinh 6.  Giao dién md phong, nut doc Van tdc (m/s) 1..20
hai dwoc to do M5 hinh di chuyén RWP
TH 2
FI 0.1

Két qua mo phong giao thitc AODV va AODVFA cho thay giai phap dé xudt rat

hiéu qua trong viéc han ché€ tac hai cua tdn cong ngap lut géi RREQ. Hinh 7 cho thay
rang sau 200s m6 phong trong mdi trieong binh thuong thi phu tai dinh tuyén cta giao
thiec AODV 1a 12.05 goi, tang 1én 80.06 goi (664.24%) trong moi trieong mang chira nat
doc hai véi FI = 0.1s. Diéu nay c6 nghia la giao thitc AODV phai st dung 80.06 gobi tin
diéu khién tuyén d€ dinh tuyén thanh cong 1 goi tin dit liéu khi bi tan cong ngap lut.
Vi cung kich ban bi tan cong thi giao thitc AODVFA ¢6 phu tai dinh tuyén 1a 13.65 goi

(113.26%), tang 1.6 goi (13.26%) so vdi AODV.

AODV-Normal =——+—

AODV-FI=0.1s — -&--

AODVFA-FI=0.15 -

90 T

Tommma——— Al

70

60

50 -

Phu tai dinh tuyén (packets)

Hinh 7.

140 160
Thdi gian mé phong (sec)

chira nuit doc hai véi F1=0.1s
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Hinh 8 cho thdy tan cong ngap lut da gay hai dén kha nang dinh tuyén goi tin
ctia giao thitc AODV. Sau 200s mo6 phong thi ty 1€ giri goi tin thanh cong cia AODV la
73.18% khi bi tdn cdng, giam 5.86% so v4i mdi treong binh thuong 1a 79.04%. Véi cung
kich ban md phong bi tan cong thi PDR cia AODVFA duoc cai thién rat nhiéu, dat
78.54%, chi thap hon 0.51% so v6i AODV trong moi treong mang binh thuong.

AODV-Normal —+—  AODV-FI=0.1s — - - AODVFA-FI=0.1s ------
80 T T

79

78

77

Y S
* :

74 + : . . L -

Ty 1€ guii gai tin thanh céng (%)

B , , e LT

4

7.2 T S
A - ~&

7 T ThaA----4 i i i
100 120 140 160 180 200
Thdi gian mé phéng (sec)

Hinh 8. Ty 1é gtri gdi tin thanh cong cta giao thitc AODV va AODVFA trong moi treong

mang chita ntt doc hai véi F1=0.1s

6. KET LUAN

Nhu vay, giao thirc cai tién AODVFA da han ché rat nhiéu tac hai cta tan cong
ngap lut géi RREQ dua trén mot thuat todn don gian. Két qua mo phong b.:?mg NS2
trong mdi treong mang di chuyén ngau nhién véi tdc do t&i da 20m/s da cho thay rang
giai phdp cua chung t6i rat hiéu qua. Giao thitc AODV bi tan cong ngap lut géi RREQ
da lam tang phu tai dinh tuyén lén 664.24% va PDR giam 5.86% so v6éi mdi trueong
mang binh thuong. Nguoc lai, AODVFA cho hiéu qua tdt sd gdi tin hao phi chi ting
lén 13.26% va PDR chi giam 0.51% so véi AODV hoat dong trong moi treong mang
binh thuong. Ngoai ra, tdn cong ngap lut goi RREQ chi gay hai dén giao thitcc AODV
néu nat doc hai thye hién hanh vi véi tan sudt cao, ngugc lai thi khong gay hai, tham
chi con cai thién hiéu qua dinh tuyén ctia giao thitc AODV.

Tuy nhién, phuong phap dé xuat chi hiéu qua khi nat ddc hai tdn cong ngap lut
goi RREQ vdi tan sudt cao. Tuong lai, chting t6i sé ti€p tuc nghién ctru giai phap cai
tién khac nham phét hién va ngan chin tdn cong ngap lut véi tan suat thap va danh gia
hiéu qua trén giao thirc khac nhw DSR, AOMDV.
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A SOLUTION TO REDUCE THE HARM OF FLOODING ATTACKS
IN MOBILE AD HOC NETWORK

Luong Thai Ngoc ¥, Vo Thanh Tu !
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ABSTRACT

The weakness of AODV routing protocol is the request route packet (RREQ) which
is designed without any security solution. Thus, hackers have used a malicious
node that it broadcasts the useless RREQ packet continuously for Flooding attacks.
The result is a packet storm on the network causing increased routing load and
wasted resources. This article proposes a solution to reduce the harm of RREQ
Flooding attacks. The first phase, by using NSz, we define that the attack frequency
value causing the harm of RREQ flooding attacks is minimum. The second phase, we
modify the request route algorithm of AODV to remove the RREQ packet if its
time-slot is less than TH value. The simulation results show that our solution has

good effects based on routing load and packet delivery ratio metrics.

Keywords: AODV, AODVFA, flooding attacks, MANET, RREQ.
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